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Emergence ofEmergence of
Diversion via the InternetDiversion via the Internet

Originally aimed 
primarily at users                                              
of ‘life style’ drugs 
(Propecia, Viagra) 
wanting anonymity
Now targeting 
individuals seeking 
controlled 
pharmaceuticals, 
mainly Schedules III-V
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Scope of the Problem in the U.S.Scope of the Problem in the U.S.

Number of rogue pharmaceutical web sites 
unknown and difficult to track

Estimates put the volume of offshore drug 
shipments to U.S. consumers at 20 million drug 
packages annually, an increase of more than 
1,000% over a two year period*

Circumvents existing federal and state laws,               
regulatory protection, and required doctor -
patient relationship

*U.S. Senate Permanent Subcommittee on Investigations, June 2004
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Q. What forms of payment do you accept?
A. We COD only. Only MONEY ORDERS OR CASHIERS CHECKS. 
We do not accept Cash or Personal Checks.

Q. What forms of payment do you accept?
A. We COD only. Only MONEY ORDERS OR CASHIERS CHECKS. 
We do not accept Cash or Personal Checks.

Q. How do I place an order?
A. When you click an Order link, you will be taken to our secure server 
where you will set up your account. You will answer an online 
questionnaire to provide information relevant to your medical 
condition. Once you complete the questionnaire, you will see a 
confirmation page to review your answers for accuracy. At this point, 
you will submit your order for processing.

Q. How do I place an order?
A. When you click an Order link, you will be taken to our secure server 
where you will set up your account. You will answer an online 
questionnaire to provide information relevant to your medical 
condition. Once you complete the questionnaire, you will see a 
confirmation page to review your answers for accuracy. At this point, 
you will submit your order for processing.

Q. How will the package arrive to me? Will people be able to disclose it’s contents?
A. All packages are shipped in plain packaging to protect your privacy.

Q. How will the package arrive to me? Will people be able to disclose it’s contents?
A. All packages are shipped in plain packaging to protect your privacy.

As a licensed pharmacy, we only fill prescriptions from health care providers 
licensed to prescribe medications in the United States. When we receive your 
prescription order, our pharmacists will contact your health care provider to 
verify the medication, quantity, administration, and dosage. We reserve the 
right to request the original written prescription on all orders, but it is 
required for Schedule II controlled substances. 

As a licensed pharmacy, we only fill prescriptions from health care providers 
licensed to prescribe medications in the United States. When we receive your 
prescription order, our pharmacists will contact your health care provider to 
verify the medication, quantity, administration, and dosage. We reserve the 
right to request the original written prescription on all orders, but it is 
required for Schedule II controlled substances. 



JUNE 2006JUNE 2006 DRUG ENFORCEMENT ADMINISTRATIONDRUG ENFORCEMENT ADMINISTRATION 55

These are NOT Discount Drugs!These are NOT Discount Drugs!

CVS
Lortab 7.5mg

50 count
$47.29

CVS
Diazepam 10mg

60 count
$14.59

Rogue Internet 
Pharmacy

Diazepam 10mg
60 count
$201.30

Rogue Internet 
Pharmacy

Lortab 7.5mg
60 count
$200.20
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Cyber vs. Brick & Mortar SalesCyber vs. Brick & Mortar Sales

1SOURCE:  2003 National Community Pharmacists Association-Pfizer Digest
New York, New York - June 26, 2003 
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161
Noncontrolled RXs

(89%)

25 Noncontrolled RXs (5%)

425
Controlled 

Substance RXs
(95%)

20 Controlled Substance RXs

2SOURCE:  Information developed through an 
ongoing DEA internet investigation 



DEA’sDEA’s
Internet StrategyInternet Strategy
Part 1
Enforcement
Intelligence
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Enforcement / IntelligenceEnforcement / Intelligence

DEA’s strategy is built around use of 
administrative actions, criminal prosecution,               
and forfeiture of assets

Establish and enhance cooperation with federal, 
state, and local agencies

Develop cooperative investigations to maximize 
investigative resources and prosecution
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DEA ApproachDEA Approach
Identify Internet pharmacies using SearchPoint, 
ARCOS, complaints from field, State Boards, etc. 
Issue Administrative Inspection Warrants (AIWs)                   
on Internet pharmacies
Seize and analyze documentation on controlled 
substance activity
Identify doctors affiliated with Internet pharmacies
Identify web sites and web broker affiliated with               
each Internet pharmacy
Identify and seize assets
Submit evidence to legal entity for appropriate 
administrative, civil, and/or criminal action
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McKesson Sales of Hydrocodone                 McKesson Sales of Hydrocodone                 
to Internet Pharmacies to Internet Pharmacies 
October 2005October 2005
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SOURCE: SearchPoint Data, E-Commerce Section

D
O

SA
G

E 
UN

IT
S

D
O

SA
G

E 
UN

IT
S

Average Sales by 
McKesson to 

Other Customers
2,418 dosage units

Total Sales 
by 

McKesson 
to Targeted 
Pharmacies
2,181,600

dosage 
units

Average Sales by 
McKesson to Each 

Targeted Pharmacy
311,657 dosage units
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Comparison of Hydrocodone Purchases Comparison of Hydrocodone Purchases 
by Pharmacies Over 4 Month Period by Pharmacies Over 4 Month Period 
October 1, 2005 October 1, 2005 –– January 31, 2006January 31, 2006

SOURCE: ARCOS Data, DEA E-Commerce Section

Average Purchases                  Average Purchases                  
by Targetedby Targeted

Internet PharmaciesInternet Pharmacies
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The Internet PharmaciesThe Internet Pharmacies
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Typical Pharmacy Gross SalesTypical Pharmacy Gross Sales
Hydrocodone ONLYHydrocodone ONLY

$25

Wholesale 
Cost of         

100 Units 
Hydrocodone 
(10/325mg)

312

Average 
Number 

Days 
Operating 
Per Year

$70

Total 
Received by 
Pharmacy 
Per Order

$20

Payment By 
Web Broker 

For Each 
Order Filled

$7.02 
million$50500

Annual 
Gross
Sales

Customer 
Pays To 
Fill Order

Number of 
Orders

for 100 units 
Hydrocodone 
Filled Per Day
(On Average)
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Potential for Doctor’s IncomePotential for Doctor’s Income
Hydrocodone ONLYHydrocodone ONLY

312

Average Number 
Days Operating

Per Year

$20

Payment By
Web Broker

For Each
Rx Written

$312,00050

Potential
Annual Income

Number of 
Prescriptions

For Hydrocodone 
Written Per Day
(On Average)
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Potential Web Broker Gross ReceiptsPotential Web Broker Gross Receipts
FromFrom ONEONE Pharmacy for Pharmacy for Hydrocodone ONLYHydrocodone ONLY

$120

Consultation 
Fee Charged 
to Customer

312

Average 
Number 

Days 
Operating 
Per Year

$80

Net Received
by Web Broker 

Per Order

$20

Payment To 
Doctor For 
Each Rx 
Written

$12.48 
million$20500

Potential
Annual 
Gross 

Receipts

Payment To 
Pharmacy 
For Each 

Order Filled

Number of 
Orders

For 
Hydrocodone 

Filled Per 
Day

(On Average)



DEA’sDEA’s
Internet StrategyInternet Strategy
Part 2
Legislative
Administrative
Regulatory Initiatives
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Legislative / Administrative / Legislative / Administrative / 
Regulatory InitiativesRegulatory Initiatives

Seek administrative action against DEA registrants 
that illegally distribute controlled substances over 
the Internet (Orders To Show Cause; Immediate 
Suspensions)

Participate in inter-agency efforts

Support legislation that curtails / prevents diversion 
of controlled substances over the Internet



DEA’sDEA’s
Internet StrategyInternet Strategy
Part 3
Industry Cooperation
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Industry CooperationIndustry Cooperation
Seek cooperation from key industry groups used by 
Internet pharmaceutical traffickers
In 2005, OEP hosted three interagency / industry  meetings
• Internet Industry (AOL, Google, Yahoo, Microsoft, 

GoDaddy, Network Solutions, RackSpace, Verizon, 
VeriSign, Name Intelligence, U.S. Internet Service 
Providers Association)

• Parcel Carrier Industry (FedEx, UPS, USPS, DHL, 
Purolator, Express Delivery and Logistics Association)

• Financial Industry (MasterCard, Visa, Discover, 
American Express, eBay/PayPal, VeriSign, Western 
Union)
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Industry CooperationIndustry Cooperation

Ongoing relationships developed with several 
key companies (VeriSign, FedEx, UPS, 
MasterCard, Visa, AOL)

Outreach to internet search engines Google and 
Yahoo initiated

DOJ NDDS proposing a “clearinghouse” to serve 
as an information resource for Internet-related 
companies 



DEA’sDEA’s
Internet StrategyInternet Strategy
Part 4
Public Awareness
Education
Outreach
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DEA ApproachDEA Approach

Educate the public on the effects of drug abuse

Educate community leaders, parents, teachers, 
counselors, and employers about implementing 
drug prevention programs

Provide accurate information to build support for 
effective drug enforcement
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Consumers 
can report 
suspicious 
internet 
pharmacies 
directly on 
the DEA 
website 
(dea.gov)
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‘Q&As’ are 
posted on 
the DEA 
Diversion 
Control 
website 
addressing 
the 
prescribing, 
dispensing 
and 
purchase of 
controlled 
substances 
over the 
Internet


